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ABSTRACT

Mobile apps, an essential technology in today’s world, should pro-
vide equal access to all, including 15% of the world population with
disabilities. Assistive Technologies (AT), with the help of Accessi-
bility APIs, provide alternative ways of interaction with apps for
disabled users who cannot see or touch the screen. Prior studies
have shown that mobile apps are prone to the under-access problem,
i.e.,, a condition in which functionalities in an app are not accessi-
ble to disabled users, even with the use of ATs. We study the dual
of this problem, called the over-access problem, and defined as a
condition in which an AT can be used to gain access to function-
alities in an app that are inaccessible otherwise. Over-access has
severe security and privacy implications, allowing one to bypass
protected functionalities using ATs, e.g., using VoiceOver to read
notes on a locked phone. Over-access also degrades the accessibility
of apps by presenting to disabled users information that is actually
not intended to be available on a screen, thereby confusing and
hindering their ability to effectively navigate. In this work, we first
empirically study overly accessible elements in Android apps and
define a set of conditions that can result in over-access problem. We
then present OVERSIGHT, an automated framework that leverages
these conditions to detect overly accessible elements and verifies
their accessibility dynamically using an AT. Our empirical evalua-
tion of OVERSIGHT on real-world apps demonstrates OVERSIGHT’s
effectiveness in detecting previously unknown security threats,
workflow violations, and accessibility issues.
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1 INTRODUCTION

Principles of universal design [16] dictate that technologies and
services, including mobile apps, must be accessible to everyone re-
gardless of their abilities. These principles are often overlooked in
development practices, where developers build and test their apps
based on the assumption that by default, a user views the app con-
tent on the screen and interacts with it by touch. Such assumptions
exclude about 15% of the world’s population with some form of
disability, especially users with visual and fine-motor impairments.
To facilitate disabled users’ interaction with apps, mobile platforms
support Assistive Technologies (AT) such as screen readers or spe-
cial physical keyboards, which utilize the information exposed by
Accessibility APIs to provide an alternative interaction model.

Prior studies have shown that many apps are shipped with func-
tionalities that are not accessible using ATs [3, 42]. We call this
the under-access problem. In this paper, we look at the dual of this
issue, which we call the over-access problem. That is, some apps are
shipped with functionalities that in certain states can be accessed
using ATs but not otherwise.

An element is Overly Accessible (OA) when it provides more
information and functionality to AT users than regular users. In
security-sensitive apps, OA elements can jeopardize the security
of password-protected apps such as banking, investment, health,
etc. Case in point, for several i0S versions, users have reported
scenarios of using VoiceOver, the standard screen reader in iPhones,
to bypass iOS passcode and gain access to contacts, photos, notes,
etc [12, 30, 31]. Moreover, OA elements can be used to provide
unauthorized access to premium functionalities in apps with in-app
purchases, endangering around 60% of companies on app stores
that derive revenue from such functionalities in their apps [35].
As an example, the Mediation Moments app [11] has premium
articles that are available to subscribed users; however, we found
that an AT user can read these articles without purchasing the
subscription. Lastly, bypassing the designed workflow can result
in invalid inputs to be provided to an app, breaking its logic and
leading to unexpected crashes. For example, in using the Airbnb
app to book a place, the “decrement” button is disabled for touch
when there is only one traveler, preventing zero and negative inputs.
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We found that an AT user can still click this button and submit a
request for a room for a negative number of people.

Interestingly, over-access also degrades the accessibility of apps.
Blind users utilize screen readers to navigate through the elements
on a screen sequentially. Even if the OA elements are not security-
sensitive, presenting information that the developer did not intend
to be available on the screen can confuse the screen-reader users. OA
elements also increase the number of required interactions to reach
the desired element, resulting in a less optimal user experience.

Despite the severe impacts of OA elements, they have received
practically no attention in prior accessibility analysis of apps or
security-related studies. Neither Google Accessibility Scanner [6],
nor Apple Accessibility Inspector [10] check any rules for over ac-
cessibility. They only check a set of accessibility rules (e.g., proper
text size and color) on displayed UI elements. Most other accessibil-
ity testing studies [7, 40] extend the accessibility rules of standard
scanners and cannot detect OA elements consequently. A recent ac-
cessibility testing study proposed Latte [42], an accessibility testing
framework to examine the accessibility of UI elements by executing
a specific use case using AT. Nevertheless, OA elements are not a
concern of Latte as it focuses on finding inaccessible elements.

Prior security-related studies [25, 36] have investigated the feasi-
bility of constructing malicious software (e.g., malware) to launch a
security attack by exploiting accessibility APIs. No prior study has
investigated the vulnerabilities caused by OA elements in benign
apps that can be exploited by any user, and using the standard ATs.

To fill this gap, we conducted an empirical study on 100 different
Uls from 20 randomly selected apps to understand OA elements
and their specifications. We then developed a tool, OVERSIGHT, to
automatically detect them on a given state of the app.

OVERSIGHT first leverages the findings of our empirical study and
devises a static checker to analyze currently displayed UI elements
and localize OA smells, i.e., elements with one of the OA character-
istics that may lead to revealing information or functionality that
is unavailable for sighted users and available for AT users. Then,
OVERSIGHT validates the accessibility of these elements dynami-
cally using a custom AT with all the capabilities of Accessibility
API and Talkback, which is the standard screen reader on Android
devices. Finally, OVERSIGHT reports accessibility issues resulting
from OA elements. Our empirical evaluation on 30 apps reveals that
OVERSIGHT can precisely detect more than 83% of OA elements.

This paper makes the following contributions:

First study that introduces the problems caused by apps that
are overly accessible.

An empirical study of OA elements and their characteristics.
The first automated tool, called OVERSIGHT, for localizing and
detecting OA elements in Android apps, which has been made
publicly available [37].

An empirical evaluation on real-world apps, corroborating the
effectiveness of OVERSIGHT in detecting OA elements.

The remainder of this paper is organized as follows. Section 2
motivates this study with an example and provides background
information. Section 3 introduces OA elements according to our em-
pirical study. Section 4 explains OVERSIGHT, an automated approach
to detect OA elements. In Section 5, the evaluation of OVERSIGHT on
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Figure 1: Built-in lock for a security-sensitive app.

real-world apps is presented. The paper concludes with a discussion
of the related research and avenues of future work.

2 MOTIVATING EXAMPLE & BACKGROUND

Figure 1 shows screenshots of AppLock [28], a popular app locker
with more than 5,000,000 installations and rating of 4.2. As shown in
Figure 1 (a), the app lists all the installed apps on a phone on its first
page, enabling users to add a lock to any desired app. App lockers
protect themselves and other requested apps by preventing access
to their content without providing a secret pattern or passcode.
When a user opens the AppLock or any locked apps, e.g., Files or
Messages as shown in Figure 1(a), she first sees the lock screen,
depicted in Figure 1(b), and should first unlock it with a preset
pin. Many other types of apps (e.g., investment, health monitoring,
diary, etc.) employ a similar protection strategy for their contents.

A user without disability can see the pin pad and the text ask-
ing to “Enter pin” on the screen. She would try to unlock the app
by entering the pin through touching the numbers on the screen.
However, a user with disability has to rely on ATs to interact with
apps. Mobile platforms such as Android have integrated ATs such as
TalkBack [20]—the standard Android screen reader—and SwitchAc-
cess [5]—a special keyboard with two keys, Next and Select—to
enable app exploration for disabled users. Both of these ATs fo-
cus on each element on the screen and navigate through them
sequentially, from top left to bottom right. The Select switch in
SwitchAccess or the double tap gesture in TalkBack perform the
Click action that is similar to touching the element without ATs. To
represent each element to blind users, TalkBack also announces a
textual description of the focused element on the screen. For visual
elements like icons, these textual descriptions, which are called Con-
tent Description in Android, should be provided by developers in the
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Ul speci cation, a hierarchical structure of elements represented in
an XML le.

Unfortunately, developers oftentimes only test their apps' func-
tionality under conventional ways of interaction, leading to many
inaccessible functionalities in apps. A developer who is aware of
the disabled users' limitations may utilize accessibility testing tools,
such as Google Accessibility Scannét, [to evaluate the acces-
sibility of their app. For example, for the lock page of AppLock,
Accessibilty Scanner reports an issue for the text contrast of En-
ter pin . Accessibility Scanner may also report missing speakable
text if there is a clickable image without a content description,
or small touch target size if the clickable area is too small for an
element. Google Accessibility Scanner, as well as all other prior
accessibility testing tools (e.g§,[8, 34 42), are aimed at nding
under-accesge., features that should be available to the user but
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Table 1: Sample types of information exposed from nodes to ATs.

[ [ Attribute [ Description |
1 ActionList The actions that can be performed on the node.
2 Bounds The coordinates of the bounding box of the nodeg.
3 DrawingOrder | The drawing order of the view of this node.

4 | Text The text of this node.

5 Enabled Whether this node is enabled.

6 VisibleToUser Whether this node is visible to the user.
7 Clickable Whether this node is clickable.

8 ContentDesc The content description of this node.

9 ChildCount The number of children.

10 | PackageName | The package this node comes from.

we found that the layout that expands the whole window is drawn
on top of some of the elements. While the elements underneath are
covered for a sighted user, an AT can still navigate through them

cannot be accessed using ATs. None of these tools report issuesand announce them to an AT user. Our objective in this study is to

related toover-accesse., features that should not be available to
the user but can be accessed using ATs.

In practice, a blind user may need to understand the screen
content by exploring and navigating through all the elements on

study speci cations of OA elements and propose an automated tool
to detect such OA elements that can have severe security, privacy,
and accessibility impacts on apps.

the screen. Figure 1(b) shows which elements can be focused by3 QVERLY ACCESSIBLE ELEMENTS

TalkBack. The numbers indicate the order in which elements are

focused. After passing pin pad elements, TalkBack detects some
elements that are not visible to sighted users. We call these elements

Overly Accessible (OA) as they are not visible to sighted users or
clickable by touch. Announcing these elements not only misleads

the blind user about the content of the page, but in many cases also

requires an exorbitant number of interactions to pass a long list of
OA elements until the user reaches the visible functionality that

An element is OA if it is exposing more information/functionality
to ATs than what is available through the conventional interaction
mode. To understand to what extent node speci cations can reveal
OA elements, we perform an empirical study on manually detected
OA elements on some real world apps. In this section, we explain
the data collection and results of this study.

the developer intended to be available. Such OA elements remain 3-1 ~Data Collection

undetected in the prior accessibility testing tools.

Our goal is to collect all the available information from nodes

These OA elements, as speci ed in Figure 1(b), can also pose to ATs. To that end, we rst developed an accessibility service,

security concerns. By listening to what TalkBack announces, we calledOverSight Service (OSS), which is capable of capturing
can understand that the OA elements correspond to the rst page di erent types of information exposed from nodes. OSS runs in
of AppLock as shown in Figure 1(a). This page contains the list the background on an Android device and receives commands
of device apps and the mechanism to enable or disable their locks. from Android Debug Bridge (ADB)J], a command line tool that

For instance, element 17 in Figure 1(b) is the lock toggle for the ships with Android devices. Using this service, we conducted an
Files app. This means that, using TalkBack, a user can access theempirical study on 100 di erent screens of 20 real world apps. Our
locked apps and disable their protections, without even entering app list consists of 5 apps with built-in lock from Google play and
the pin code. In essence, she can bypass the lock screen protection15 randomly selected apps from 38,106 apps that were published

Prior research has demonstrated how Accessibility APIs can be in 2021 in AndroZoo {]. We installed each app on a Google Pixel

used by malware authors to launch a security atta@g[36 and
how to prevent such attacks3g 39. No prior work, however, has
aimed to develop a method of assisting developers with detecting
vulnerabilities caused by OA elements in benign apps that can be
readily exploited by any user, and using the standard ATs.

To llthis gap, we took a deeper look at how Ul elements are rep-
resented to ATs. In modern platforms such as Android, Accessibility
Service runs in the background and provides the required infor-
mation about a window's content to ATs. From the perspective of
Accessibility Service in Android, a window's content is presented as
a tree of AccessibilityNodelnfo s (nodes)23. Android 12 docu-
mentation lists 65 di erent types of information that are provided
by nodes. Table 1 illustrates a sample set of this information. We
hypothesize that nodes with peculiar speci cations can lead to OA

4 device, along with OSS. Then, one author interacted with each
app to nd 5 di erent states and explored each state with TalkBack
and without it. We aimed at nding elements that are not visible
to sighted users but TalkBack announces them or performs an
action on them. We utilized OSS to dump OA nodes screenshot and
speci cation in the hierarchy of nodes.

We then performed open coding of these elements iteratively.
Two authors of the paper coded the elements, noting any condition
that was not discovered before. To facilitate e cient coding, we
developed a web application to visualize unannotated elements
with search and batch tagging capabilities. In this way, authors
can search and tag elements in batches using queries speci ed by
di erent types of information from nodes, for exampl&ext <
o _ContentDesc< ce lters elements without any information.

elements. For example, in Figure 1(b), by comparing the Bounds and After the initial coding, the authors discussed disagreements to

DrawingOrder of elements, the second and third method in Table 1,

reach a consensus.
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Figure 2: Over Accessibility Conditions.

3.2 Results

We categorized the conditions of OA elements that were yielded
during the coding procedure into two main classes:

Overly Perceivable: elements that reveal content to an AT that
is not available through regular interaction mode.
Overly Actionable: elements that provide action to an AT that
is not available through regular interaction mode.

These classes are inline with two accessibility principles from
Web Content Accessibility Guidelines (WCAG)]: (1) Content
should be equally perceivable by di erent userd?, and (2) Ul
elements should be equally operable by di erent used§[ These

Figure 2(b) also schematically shows how the orange OA element
is covered by a blue sliding pane.

P3. Zero area:Nodes whose bounding box has zero area. These
nodes will not be depicted on the screen but can be focused by an
AT that will announce their content.

P4. Invalid bounds: Nodes whose captured bounds contradict the
bounding box de nition in Android documentation. The bounds
attribute is supposed to be presented as the coordinates of the
top-left and bottom-right points of the box. For example, if the
coordinates of the ending point are smaller than the start point,
the node has invalid bounds.

P5. Android invisible: Nodes that are not out of screen boundary

principles can be violated due to bias in the level of access granted and have positive area but they are speci ed as invisible to user.
to any type of user, e.g., screen reader users vs. sighted users. While P6. Belongs:Nodes that belong to a package name that is di erent
providing more access through conventional interaction modes, i.e., from the app under test. Left side of Figure 2(c) illustrates that the
under-access problem, has been studied extensively and supported green screen from app2 is placed on top of the elements of app1.
by a series of guidelines, not many works have investigated its In the rendered screen, the elements from appl are not visible
counterpart, i.e., over-access problem. Our study is based on these 10 sighted user but may be announced by ATs. The right side of

principles and we organize detected OA elements' conditions under
them. These conditions can be considered as accessibility guidelines
to be later expanded or tailored to di erent platforms. Below, we
list the conditions of OA elements we found in Android apps.

3.2.1 Overly Perceivabkenode with a textual data or content
description is Overly Perceivable if it cannot be read or viewed by a
sighted user, but can be accessed through programmatic means. We
found the following conditions for such elements that anédden

to sighted users:

P1. Out of boundary: Nodes that are outside of the screen bound-
ary, either with negative coordinates or with coordinates exceeding
the device size. On the left, Figure 2(a) illustrates a schematic of the
screen in layers corresponding to the drawing order of comprising
elements. The orange element is OA as it is out of screen boundary
and is not visible on the rendered screen. Figure 2(a) also shows
an example in our empirical study on the right.

P2. Covered:Nodes that are covered by other nodes in the ren-

Figure 2(c) shows a locker in our study, in which the elements of
the Messages app are detected on the lock screen.

3.2.2 Overly Actionabl@he ActionList  attribute of nodes spec-

i es the list of actions available to ATs. When a node support click
action for ATs, the following conditions are barriers in performing
that action through conventional interaction modes.

Al. Hidden: Nodes that are hidden to sighted users, i.e., with any
of P1 to P6 conditions stated above.

A2. Disabled: Nodes that are disabled under certain conditions

in the app and cannot be triggered by touch. Figure 3 provides an
example for this condition, where the teeth correction function is
disabled for unsubscribed user but using TalkBack, the user can
activate it.

A3. Camou aged: Empty nodes that are used as placeholders
and are not detectable by sighted users, e.g., empty text boxes.
Figure 2(d) provides the schematic placement of these nodes on

dered Ul. Dashed boxes in Figure 1 are examples of covered nodes.the screen on the left and a real example on the right.
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Figure 3: Neat button is not working when touched by enabled users
but is available to TalkBack users.

Figure 4: Overview of OverSight framework.

4 APPROACH

In this section, we introduc®verSight , an automated tool that
gets the information from a speci c state of the app and returns
a list of OA elements con rmed by an AT. Figure 4 illustrates the
overview of our approachOverSight engine consists of two main
components: OA Detector (Section 4.1) and OA Veri er (Section 4.2).

OA Detector gets a window's content speci cation in XML along
with its screenshot througtOverSight Service (OSS). As described
in Section 3, OSS runs in the background, dumps hierarchical rep-
resentation of nodes in an XML le, and enables communication
with the device through broadcast messages. OA Detector analyzes
nodes on the window and return®ver Accessibility Smelise.,
nodes that meet one of the conditions derived from our empiri-
cal study (Section 3). Con rming over accessibility issues in these
nodes is the responsibility of OA Veri er . Our approach only relies
on available information to AccessibilityServices; therefore, it is
applicable to any app regardless of its technology or even if it is
obfuscated. OA Veri er communicates with the device and explores
the window with an AT to validate the reachability and action-
ability of over accessibility smell©verSight also visualizes over
accessibility smells as well as OA elements on the screenshot along
with their speci cation for developers. In the following sections,
we describe the details of each component.

4.1 OA Detector

Our empirical study organizes a set of conditions under the basis of
over-perceivability and over-actionability. OA Detector implements
these conditions to automatically check the nodes against them.
Here, we describe the details of P1, P3-P6, and A1-A2 as im-
plemented, and also elaborate on the algorithms used to calculate
covered nodes (P2) and camou aged nodes (A3). Implementation
details of all conditions are available with our open-source tool

available at 7. First, we de ne the conditions for perceivable and
actionable nodes, and then we formally de ne all over-perceivable
and over-actionable nodes. Recall from the description of these
conditions in the previous section that all P1 to P6 nodes must be
perceivable, and all Al to A3 nodes must be also actionable.
Perceivable: A node is perceivable if it has a textual information.
Based on Table 1, the attribut€4Gadd >=C4=C 4BRay contain
such information.

8=2#>34=")4GR & _=">=C4=C 4B2x 1

) ?4A248E0EY=)AD4 @
Actionable: A node is actionable if it has an attribute that is associ-
ated with an action, e.g.;82:01;4,!>=6 ;82:01;4, or the existence
of these actions in2C8>=!8BC

8=2#>34=";82:01;4_ ="1>=6;82:01;4

fl oel$# | g\ ="2C8>=I8BQe

) 02C8>=014=)AD4

@

P1. Out of boundary: To detect these nodes, we compare the
boundary of the node with the size of the window, i,8=3>F"F83C,
,8=3>F" 486 C The bounds of an element is shown as the coordi-
nates of the top left and bottom right of its bounding box.

8=2 #>34+="1>D=3B G ~* G* 1%

GYO0 G ,8=3>FF83C_~oYO0_~1i,8=3>F"486C

) >DC>5 1>D=3=° =)AD4

(3)

P2. Covered: To nd out covered elements, we investigate how
Android draws elements on a window. Android draws a window
starting from the root node and recursively draws the child elements
according to their drawingOrder. To determine what nodes are
covered, we simulate Android's drawing in reverse order using a
depth- rst search algorithm. We start visiting nodes from the last
drawn node to the rst drawn node and keep track of covered areas.
Anodeis covered if any of the covered areas obscure its bounding
box.

Algorithm 1 explains our approach in details. For a given node,
=, and a set of bounds that may cover it, , DetectCovered rst
checks if n is covered to set all the descendants up to the leaf node
as covered. (Line 2-4)4fis not covered, we will assess if its children
are covered. To that end, we rst sort the children in descending
order based on their drawingOrder in line 5. The rst elementin
the>A34A4t is the last child drawn by Android on the window
among the other children. Then, in line 6, we iterated through the
children and check if they are covered by any bounds in. If that is
the case, in the recursion call, the algorithm set all the descendants
covered. Otherwise, in the recursion call, children of nedevill
be assessed. In line 10, we add the bounds of rodie the set of
covering bounds since the other children in the for loop of line 6
may be covered by .

P3. Zero area: The bounding box of any node forms a rectangle
which can have a zero area.

8=2 #>34+="1>D=3B G ~* G* ¥
Q=G _~0=~1) I|4A>0A40=°=)AD4

P4. Invalid bounds: We use Equation 5 to nd the nodes whose
bounding box bottom-left and top-right coordinates is not a

“
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