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ABSTRACT The conventional techniques for detection of concurrency issues

Android platform provisions a number of sophisticated concur- N Java, such as data-race defeds$ BQ 34 44, are not readily
rency mechanisms for the development of apps. The concurrency aPPlicable for Android L0 38. They neither explicitly consider
mechanisms, while powerful, are quite di cult to properly master ~ the event-driven model of app behavior, nor support the new con-
by mobile developers. In fact, prior studies have shown concur- currency constructs in Android. More recently, researchers have
rency issues, such as event-race defects, to be prevalent amonginvestigated both dynamicl[0 20 29 and static [L7, 22,49 analysis
real-world Android apps. In this paper, we propose a ovegntext-, techniques for detection of concurrency issues in Android. Dynamic
and thread-sensitive static analysis framework, called ER Catcher, analysis techniques proposed so far are limited in their capability, as
for detection of event-race defects in Android apps. ER Catcher they miss true event races due to their limited coverage of the app
introduces a new type of summary function aimed at modeling the Pehavior P2. Existing static analysis techniqued 1, 22 49 fail to
concurrent behavior of methods in both Android apps and libraries. accurately identify many event races due to (1) imprecise modeling
In addition, it leverages a novel, statically constructedctor Clock ~ ©f concurrency behavior in Android, and (2) adoption of analy-
for rapid analysis of happens-before relations. Altogether, these S€S that are innately ow-, context-, thread-insensitive. Moreover,
design choices enable ER Catcher to not only detect event-race the existing static analysis techniques are slow, e.g., nAdraig [
defects with a substantially higher degree of accuracy, but also ina takes about 50 minutes on average to analyze an app. Besides that,

fraction of time compared to the existing state-of-the-art technique. these works support only a small and xed set of concurrency li-
braries, e.g., SARDBIH only considers asynchronous invocations

CCS CONCEPTS byHandler ,Activity ,andThread APIs, and cannotbe easily
extended to support other libraries. Furthermore, the tools realizing

buSgo;\r/‘v;re and its engineering Software testing and de- these techniques are either unavailabl@2[45), or closed-source
' (7).
KEYWORDS In this paper, we introduce ER Catcher, a static analysis frame-

work for e ective detection of event-race defects in Android apps
Program Analysis, Android, Concurrency, Event-Race Detection  {hat aims to overcome the shortcomings of prior works. Three novel

concepts set our work apart from the prior techniques and allow
1 INTRODUCTION us to succeed where others have failed.
Modern mobile frameworks promote the development of highly First, ER Catcher relies on a new type of summary function,
concurrent software applications, or apps for short. In the case calledConcurrency-aware Summary Functign (), for modeling
of Android, concurrency is ingrained in all facets of app behavior: the concurrent behavior of methods in both Android apps and li-
(1) an app's components run within their own threads, (2) com- braries. The(  for each app method is automatically extracted,
ponents can simultaneously interact with components within and ~ while the set of (s representing concurrent behavior of methods
outside of the app by exchanging Intent messages, (3) the compo-comprising a library are manually constructed as a one-time e ort.
nents at any point in time may receive lifecycle (e.gnStart() ER Catcher processes methods in an app's call graph in a reverse
andonPause() ) and system (e.g., location change, battery low) topological order, thereby improving the performance of analysis,
callbacks without any guarantees as to the order in which they may i.e., eliminating the need to reanalyze the same method multiple
occur. To aid the developers with development of concurrent soft- times. Furthermore, by modeling each library (e 4syncTask ,
ware, Android provisions several new concurrency constructsinthe Handler ) as aset of(  speci cations, the implementation of
form of libraries, such af\syncTask andLooper . Nevertheless,  ER Catcher is completely separated from its support of Android
concurrency is a major source of confusion for developez§ [and libraries. This, in turn, allows one to add support for new or mod-
remains among the top 5 reasons for defects in Android ag. [ i ed Android libraries by simply providing ER Catcher with the
proper (  speci cations, and without requiring changes to the
Permission to r_nake digitallor hard copie; of part or aI_I of this work for per§ongl or  ER Catcher's implementation.
o e o e 2 o Second, ER Catcher bulds it analysis on an abstraction repre-
onthe rstpage. Copyrights for third-party components of this work must be honored. ~ Sentation of app, calle@ontext and Concurrency-aware Call Graph
For all other uses, contact the owner/author(s). ) ( 3 ).In 3 ,each method call is represented in terms of its three
gsé';z%o’cigg:izmb:élj1b§5ﬂ’]§%isr’1;'/2ﬂ§‘(’§;t’ Australia executionstatesinvocationstart andend The states are connected
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through edges that distinguish between synchronous and asynchro- 1 class TrackTimeActivity extends Activity {
nous interactions. Unlike a conventional call graph, C3G is aware =~ ° 1ong startlime, elapsedlime;
. A 3 TextView timeView;
of the running thread of each method. The fine-grained representa- ,  Button recordButton;
tion of app behavior in C3G enables ER Catcher to perform flow-, 5 void onCreate () {

. . .. i . recordButton = findViewById(...
context-, and thread-sensitive analysis. This increased sensitivity of ] ) ; . X yid( )
7 timeView = findViewById(...)

analysis addresses the limitations imposed by imprecise modeling 8 new Handler (getMainLooper ()) .post (new InitTime());
in prior techniques that aﬁect their accuracy. 9 new RecordTimeTask () .executeOnExecutor (SERIAL_EXECUTOR,
. . System.currentTimeMillis());
Thlrd’ ER Catcher employs a novel’ statlcally computed data 10 recordButton.setOnClickListener (new OnClickListener () {

structure, called Static Vector Clock (SVC), to efficiently analyze the public void onClick (View view) ({
h: ns-before relations in an . is inspir: h n 2 Executor executor = THREAD_POOL_EXECUTOR

appens-before relations in an app SYC s inspi ed by the concept i /7 executor = SERIAL EXECUTOR;
of Vector Clock [24] from the domain of distributed systems for new RecordTimeTask () .executeOnExecutor (executor,
determining the order of events in such systems. SVC enables ER System.currentTimeMillis ());

Catcher to quickly query happens-before relations for a subset of ) i .

events suspected to be involved in an event race, thereby making 1 )

its analysis substantially faster than prior techniques. s o
. . . . 19 class InitTime implements Runnable({
Besides the above, ER Catcher is the first of its kind, completely »  public void run() {
open-source static analysis tool for event-race detection in An- startTime = -1;
droid [2]. Based on our extensive empirical evaluations, ER Catcher ~ * elapsedTime = 0; .
. ) 23 timeView.setText ("Initializing");
outperforms the state-of-the-art static event-race detector, nAdroid  ,,
[17], in terms of accuracy (13% more precise) and performance (12 5}

times faster). Moreover, our experiments show ER Catcher is both , class RecordTimeTask extends AsyncTask |
practical and scalable—capable of analyzing 90% of 500 randomly 2  Long doInBackground(Long currentTime) {

selected real-world apps from F-Droid repository [3] in under 5 send (currenttime);

. 30 return currentTime;
minutes per app. 3 }

The remainder of this paper is organized as follows. Section 2 2 void onPostExecute (Long currentTime) {
provides an example of event-race defect in Android that is used if (startTime < 0) .

. . A . 34 startTime = currentTime;

to describe the approach. Sections 3 describes the details of our 4, elapsedTime = currentTime — startTime;
approach, while Section 4 presents our experimental evaluation. Sec- % timeView.setText (Long.toString (elapsedTime));
tion 5 summarizes the related work and finally Section 6 concludes |, '
and discusses the future work. The tool, research artifacts, and 5}

proofs of soundness can be found on the companion website [2]. o

(a) The code of the app

2 ILLUSTRATIVE EXAMPLE Serial  UlThread  ThreadPool

Figure 1a shows the code snippet of a “screen time” tracking app
that logs the time a user has spent on an app on an external server
and displays it on the screen. TrackTimeActivity is created
when the app starts. It immediately sends a request to the server to
record the initial activation time. From then on, whenever the user
clicks on recordButton, the app requests the server to record
the time and displays the elapsed time on screen.

According to the code in Figure 1a, onCreate method asyn-
chronously invokes InitTime.run (initTime in short) and
RecordTimeTask.doInBackground (dIB in short) meth-
ods (lines 8-9). initTime method runs on the Ul (main) thread,
since it is initiated by a Handler of main Looper. Looper is
a FIFO queue wrapper for a thread in Android, enabling tasks to
be queued for execution by the thread. Handler is responsible
for enqueueing tasks in the associated Looper using the post
method. Here, the task is initTime method, which simply ini-
tializes startTime, elapsedTime, and t imeView variables
(lines 20-24). The executeOnExecutor method called on line 9
is an AsyncTask library API that eventually results in the invoca-
tion of dIB method in SERIAL_EXECUTOR, i.e., a construct that
enqueues tasks and executes them sequentially in a single thread.
dIB sends currentTime to the server through a blocking send
method (line 29). Once dIB is finished (the data has been sent

onCreate
=D

initTime

diB-0 onClick ™

diB-1

onPost-1

onPost-0

(b) The timeline of the event race

Figure 1: An event race example in Android
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to the server), RecordTimeTask invokes onPostExecute
(onPost in short) on the Ul thread and passes the currentTime
to it. This method sets startTime (if has not been set so far), up-
dates elapsedTime, and displays it on t imeView widget (lines
32-37).

The Ul event handler for recordButton is onClick, which
executes RecordTimeTask. Point to note, dIB invoked through
onClick (lines 11-15) runs on THREAD_POOL_EXECUTOR, i.e.,
a construct that collects tasks and executes them in parallel without
any order.

To distinguish between the invocations of RecordTimeTask
through onCreate and onClick, we add an index to them:
dIB-0 and onPost—-0 when invoked by onCreate, and dIB-1
and onPost -1 when invoked by onClick.

The logically correct behavior for this app should follow a spe-
cific execution order. Namely, initTime should happen before
onPost-0, and onPost—-0 must happen before onPost-1 in
order to show the correct elapsed time on the screen. This assump-
tion, however, can be violated, since there is no happens-before
relation between onPost-0 and onPost-1, as depicted in Fig-
ure 1b. Due to network communication latency, the execution time
of send method (line 29) is non-deterministic. It is thus possible
that dIB-0 finishes after dIB-1, resulting in onPost -1 method
to execute prior to onPost—0. Consequently, start Time is set
to the time that recordButton is clicked rather than the time
onCreate is invoked, which means a negative value for time is
shown on screen. This issue can be resolved by uncommenting
line 13 to execute all RecordTimeTasks in a serial mode. That
would enforce onPost -1 to be executed after onPost-0.

A static analysis approach for effectively detecting event-race
defects in Android needs to be flow-, context-, and thread-sensitive:

o Flow-Sensitive: a flow-insensitive approach would ignore
the statement ordering, thereby reporting false positives.
For example, the only reason initTime happens before
onPost—0 is that initTime is invoked before dIB-0 in
the body of onCreate (lines 8 and 9).

e Context-Sensitive: A context-insensitive approach does
not distinguish between the invocation of two methods un-
der different execution contexts, thereby misses true event
races. In the above example, there is one onPostExecute
method, but it can be executed under different contexts
(through onCreate or onClick). Without considering
the context of execution, the occurrence of such an event
race could not be detected.

o Thread-Sensitive: A thread-insensitive approach either
falsely assumes all tasks are executing in one thread, or
conservatively assumes no tasks share threads. A thread-
insensitive approach that assumes all tasks are running in
the same thread would miss true event races shown in the
example of Figure 1a. On the other hand, if both dIB-0
and dIB-1 are actually running in the same thread (in the
fixed version of Figure la), a thread-insensitive approach
that assumes no tasks share threads cannot detect the actual
happens-before relation and reports a false positive.

Furthermore, a practical solution needs to be (1) Scalable, to
make it suitable for execution during the development process, (2)
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Figure 2: An overview of ER Catcher

Extensible, to accommodate the evolution of concurrency con-
structs in modern mobile platforms, and (3) Available, to allow
practitioners to make use of it, and to enable researchers to build
on top of it.

The aforementioned criteria constitute the requirements for ER
Catcher, described next.

3 APPROACH

Figure 2 shows the components of ER Catcher. We explain the
details of each component in this section. For brevity, we elide the
details of call-graph generation and points-to analysis, since we
employ existing off-the-shelf solutions [7, 25].

3.1 Concurrency Augmentation

Consider the implementation of the illustrative app (Figure 1a),
which overrides doInBackground and onPostExecute
methods of AsyncTask library. Here, most of the semantics of
concurrent behavior does not exist in the source code of the app
itself. First of all, there is no explicit invocation of these meth-
ods. Moreover, the code itself does not reveal a particular order
of execution. Besides that, these methods may run in different
threads. However, from our understanding of the AsyncTask
library, we know that by invoking executeOnExecutor
method, doInBackground will be implicitly invoked on the
thread which can be determined by the first parameter (e.g.,
SERIAL_EXECUTOR), followed by onPostExecute that runs
on the UT thread. Although this information is embedded in the
implementation of libraries, including the libraries in the analysis
would make the approach slow and inefficient. More importantly,
this information may not be extracted precisely due to the limita-
tions of static analysis. To overcome this challenge, we introduce
the notion of Concurrency-aware Summary Function (CSF).
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Figure 3: A subset of the C?G of app in Figure 1a

The concept of CSF is inspired by summary-based static anal-
ysis [18, 40], where for each method a model representing the
method’s behavior is constructed and subsequently reused to ex-
pedite the analysis. We adapted this technique to model only
concurrency-relevant information, e.g., the synchronous versus
asynchronous nature of invocation calls, or the type of thread that
an outgoing method call will execute on.

As shown in Figure 3, a CSF models a method call in terms of
its three execution states: invocation, start, and end. We formally
define CSF of a method m to be a Directed Acyclic Graph (DAG)
represented as (N, E). Here, N consists of a start node and an end
node indicating the initiation and termination of m respectively,
and zero or more invocation nodes indicating the methods that are
called as a result of execution of m. E is the set of directed edges
such as (n1, n2), where n; dominates ny, i.e., all paths starting from
the entry of a method reaching ny has to pass through n;. The
edges of a CSF capture the intra-procedural flow that is missing in
a conventional call graph.

An invocation node has five attributes (Name, Type, RT, Task,
TT), where Name is the name of the callee’s method, Type indicates
the type of invocation (synchronous or asynchronous), RT is the
running thread identifier that the callee method will run on, and
Task is the callback method that will eventually run on the task
thread (TT) at some point in future.

We augment the call graph of an app, obtained using Flow-
Droid [7], with the concurrency behavior of its methods modeled in
CSFs to arrive at a Concurrency-aware Call Graph, called C?G. Fig-
ure 3 depicts a subset of the C2G for the illustrative example (recall
Figure 1a). Each large white box corresponds to a node in the call
graph, while the internals of each box represent the CSF. The top
row in Figure 3 shows the ent ryPoint method, which similar
to prior work (FlowDroid [7]) is artificially created to emulate the
lifecycle of an Activity.

The second row consists of the defined/overridden methods in
the app. For instance, the CSF of onCreate consists of start, two
invocation, and end nodes (due to limited space, some invocations,
suchas £indViewById, are not shown). The first invocation node
in onCreate represents line 8 in Figure 1a that invokes post
(Name) method synchronously (Type) on onCreate’s thread (RT)
and eventually initTime (Task) will be executed on UI thread
(TT). Note that, certain contextual information, such as specific
threads executing some of the methods, are unknown at this point,
denoted in bold as UNK, e.g., UNKRr in post invocation node is
the running thread of onCreate that is not yet resolved.

The bottom row depicts the CSFs of library methods called
by the app. The CSF of executeOnExecutor in AsyncTask
library shows that this method first synchronously invokes
onPreExecute on its own running thread, UNKRr, then asyn-
chronously invokes intermDoInBG method on another thread,
UNKr7r. Moreover, the last invocation node passes UNKgr as the
task thread (TT), to model the fact that the result of computations
performed in the background should eventually be returned to the
main caller’s thread. The other CSF, intermDoInBG, first syn-
chronously invokes doInBackground, and next asynchronously
invokes onPostExecute on UNKpr. Note that, the actual im-
plementation logic of AsyncTask library is much more complex
than its corresponding summaries, e.g., it consists of several ex-
ception handlers and various classes, such as WorkerRunnable.
However, the summaries are sufficiently modeling the concurrent
behavior of the library for our analysis with a few CSF nodes.

To construct the C2G, we expand each method in the call graph
of an app with its corresponding CSF representation. The CSFs of
concurrency library methods are provided as an external artifact,
while the CSFs of app methods are automatically extracted. Each
concurrency library method is associated with a CSF specification
and a helper function that determines the attributes of its invocation
nodes.
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For each app method, thé nodes and edges are extracted
using the control- ow graph of its body. Next, for each invocation
node of a concurrency library method encountered in the app logic,
the corresponding helper function determines the attributes such
as) and)) . Finally, to capture the order of calls more accurately,
we change the source of call-graph edges to invocation nodes.

We model the concurrent behavior of Android components (i.e.,
Activity , Service , andBroadcastReceiver )using( s
as well. An arti cially createdentryPoint method emulates
the invocation of a component's callback methods according to
the lifecycle of the corresponding component type. We automat-
ically generate the(  of entryPoint  methods similar to app
methods, except the callbacks are invoked asynchronously in main
thread.

Currently, ER Catcher supports the following concurrency-
related constructs in AndroidThread , Looper , Handler
AsyncTask , IntentService ,  ServiceConnection ,
and lifecycle methods of Activity , Service , and
BroadcastReceiver . Note that ER Catcher analyzes both app
code (written by the app developers) and app libraries, e.g., an
advertisement library. However, if a library introduces its own
concurrency mechanism, ER Catcher requires its corresponding
( for precise analysis. For more details on the implementation
of Library ( , please visit the ER Catcher's website [2].

3.2 Event-Race Candidate Detection

In parallel to the construction of ne-grained models representing
the concurrent behavior of an app, ER Catcher analyzes the app to
identify a list of all candidate event races (recall Figure 2). The crude
eventraces identi ed at this stage are then Itered in the subsequent
steps. An event race is de ned as a triplgtC<Gs (C<@ °, where
(C<@ and(C<@ are executing in methods 1 and" 2, and is
a eld (representing a memory location statically). These triplets
have to satisfy the following properties: (<@ and(C<G have
access to memory location, and at least one of the accesses is a
write; and (2) there is no happens-before relation betwé€x G
and(C<G

For example, the illustrative app of Figure 1a has two potential
event races involving the memory locaticglapsedTime
(initTime  :22,0nPostExecute :35,elapsedTime )
(onPostExecute :35,onPostExecute :35,elapsedTime )

In this component, we do not have any information about the
context of methods; therefore, we use a conservative approach and

presume no happens-before relation exists between the statements.

We use an o -the-shelf points-to analysis technique (SPARIE)

to determine the statements in two methods are accessing the same

memory location.

3.3 Context Augmentation

For precise event-race detection, we need to account for the exe-

cution context (recall Section 2). To that end, we need to augment
2 with contextual information to resolve the unknown entries
suchas# 4 and*# ) in ( s.One naive approach for de-
termining the contexts of all methods is to traverse the call graph
along the edges, starting from the entry point. However, such an
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0127°, where=is the number of methods. To address this challenge,
we use dynamic programming together with two ItersRace In-
volvementind Synchronous Substitutipavhich substantially prune

the analysis and memory space. Once the contexts are determined,
the remaining parts (running and task threads) can be determined
by simply propagating threading information through the invo-
cation caller sites. The result of this component@®ntext- and
Concurrency-aware Call Graptalled 3 .

Figure 4 depicts the process of determining the contexts for a
subset of the illustrative example. For brevity, only the nodes
involved in the context augmentation are shown here. The edges
annotated withSare synchronous call-graph edges.

We process the methods of , shown in Figure 4a, in a reverse
topological ordeft During this process, a method can be in the
visited visiting, or non-visitedstages. For each visiting methed,
we rst apply Race Involvemerniter: if neither < nor any of<'s
descendants are involved in an event race, we do not proeess
e.g., methodindViewByld  in Figure 4b is pruned. This Iter
reduces the analysis space drastically. The Event-Race Candidate
Detection component, discussed earlier, provides us with a list of
methods that may be involved in an event race.

If < passes this lter, for each incoming edge to its start node, we
make a copy ok and all of its descendants to make its incoming
edges unique. We then connect each edge to the start node of
its corresponding copy (making the incoming edge <% start
node unique). For example, in Figure 4b, the start node of method
onPost has only one incoming edge; therefore, there is only one
copy of onPost in Figure 4c.

If the invocation of a method is synchronous, e.g.,
onCreate ! executeOnExecutor , it does not impact
the concurrent behavior of the app. In this situation, we apply
Synchronous Substitutidter by (1) removing the callee method,
(2) connecting the outgoing edges of caller method to the callee
method's children, (3) annotating these edges with the caller to
maintain the sequence of invocations. For example, Figure 4c shows
Synchronous Substitutiofi executeOnExecutor . The method
executeOnExecutor is eliminated and replaced with two
annotated edges, representing alternative execution contexts. This
Iter substantially improves the utilized memory and processing
time of subsequent steps. Note that since we are processing the
methods in the app call graph in a reverse topological order, all
descendants of are already visited.

Figure 4d shows the nal stage of context augmentation. As
mentioned earlier, for each incoming edge iotermDoInBG  's
start node (the edges fromnCreate andonClick ), a copy of
intermDoInBG  and its descendant®(Post ) is created, making
the incoming edge of each node unique.

Once the contexts of all methods are determined, the remain-
ing two parts (running and task threads) can be determined by
propagating the thread information starting from the entry point.
The thread of the entry point is already known, since it runs on
the Ul thread and there is no task thread (as depicted in Figure 3).
Using the 3 edges we propagate these information. For exam-
ple, in Figure 3, once the caller sites ekecuteOnExecutor
are resolved to benCreate andonClick |, the speci c thread

approach does not scale, because the number of potential paths isif 2 is cyclic, we applyl-unrolling [19] procedure and eliminate cycles.
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used to execute tasks in the background, as modeled by UNKRgt
in intermDoInBG, can be determined. In the case of reach-
ing executeOnExecutor through onCreate, UNKgr of
intermDoInBG is determined to be the SERIAL_EXECUTOR,
while in the alternative case of reaching executeOnExecutor
through onClick, UNKgr of intermDoInBG is determined to
be THREAD_POOL_EXECUTOR.

At this stage, all contextual information are determined. The
final C3G of the example in Figure 1a can be seen in Figure 5.

3.4 Happens-Before Analysis

For precisely determining event races, we need to determine the
happens-before relation, denoted as <, among the execution states
of methods (i.e., start, invocation, and end). To that end, we de-
veloped an efficient approach for statically reasoning about the
happens-before relations in an event-driven program, called Static
Vector Clock (SVC). Our solution is inspired by the notion of Vec-
tor Clock [24]—a well-known algorithm for determining partial
ordering of events in a distributed system, whereby timestamps
associated with messages exchanged among the distributed nodes
are used to establish a logical clock. The conventional Vector Clock
relies on the following basic principle to adjust the logical clock of
a distributed system: the transmission of a message must precede
its receipt in time. Similarly, in our work, we leverage the execution
states of methods (nodes) represented in C3G to construct a logical
clock. We rely on three principles: (principle 1) for a given thread
of execution, a method’s invocation state must precede its start state,
and a method’s start state must precede its end state; (principle 2)
a method’s invocation state precedes another method’s invocation
state if the call statement of the former dominates that of the latter
in the control-flow graph; and (principle 3) in a FIFO thread, a
method’s end state precedes the start state of another method, if
the former invocation state precedes the latter invocation state.
The proof of correctness for these principles can be found on the
companion website [1].

Figure 5 illustrates how we compute the value of SVC for each
node using the C3G of the illustrative app. Each method call is
represented in terms of three nodes with suffixes . i (invocation
state), . s (start state), and .e (end state). Moreover, each node
has a numerical identifier, e.g., onCreate.1 is the invocation
state of onCreate identified as node 1. The nodes are divided
into three zones representing the threads that they are running on.
For the sake of clarity, the main entry point method that invokes
onCreate and onC1lick methods is not shown here.

The value of SVC for each node is shown above it as a vector.
Formally, in an event-based system with |T| threads, the SVC value
of a node n is a vector SVC(n) =< Sy, -+ .S|1| >, where S; is the
minimized set of nodes occurring in thread T; before node n. S; is
minimized when there does not exist any happens-before relation
between any of its members. For example, the SVC value of node 20,
meaning the last nodes occurring before node 20 in Serial, UI Thread,
and ThreadPool are 5, 19, and 13, respectively. Here, since SVC is
minimized, node 14 is not in SVC(20), even though it happens
before node 20, i.e., the invocation state of onPost occurs before
its end state. Because 14 < 19 < 20, the inclusion of 19 in the SVC is
sufficient. On the other hand, SVC(9), contains two nodes ({3, 6}),
since there is no happens-before relation between the invocation
state of onC1lick and the end state of onCreate.

Given the SVC of an app, we can quickly determine the existence
of happens-before relation among its nodes:

THEOREM 1. Node a; happens before node an, a1 < ap,
if there exists a sequence of nodes (ai,---,an) such that
V1 <i<naj€SVC(aj+1).

THEOREM 2. Two nodes a and b may happen without any order
if there exists two threads, t1 and t2, such that SVC(a);, < SVC(b)y,
and SVC(b)tZ < SVC(a)tZ
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methods. Method< 1 happens before method » if all end 4 EVALUATION

states of< happen before start states sfz. We remove all  Thjs section discusses our experimental evaluation to answer the
event races in which there is a happens-before relation be- fo|lowing research questions:

tween their method calls. For example, we Iter out the event
race  (initTime :22,onPostExecute :35,elapsedTime ),
because as depicted in Figure 5, there is a happens-before
relation between all end states ofnitTime and start
states of onPost : initTime.e onPost-0.s and
initTime.e onPost-1.s . However, for the event race
(onPostExecute :35,onPostExecute :35,elapsedTime ),

there is neither a happens-before relation betweamPost-0.s

RQ1 How accurate is ER Catcher in detecting true event
races?

RQ2 How fast does ER Catcher analyze real-world apps?
RQ3 How e ective is ER Catcher in ltering false event
races?

RQ4What is the impact of modeling concurrency in improv-
ing the overall accuracy of static analysis?

and onPost-1.e nor between onPost-0.e and We evaluate ER Catcher using three di erent datasets. First, we
onPost-1.s . We thus report it as a possible event race. use a set of benchmark apps containing event-race defects, called
To further prune the false event races, two lter$f{Guardand BenchERoid39. For these apps the ground truth is known, allow-

Null-At-End) are designed for Use-after-Free (UF) defects. A UF ing us to report the precision, recall, and F1 score of ER Catcher.
defect is a harmful event race where one memory access makes S€cond, we use a Curated dataset of 31 real-world apps with
a memory location free (writesiull ) and another access uses event-race defects that have been con rmed, through either dy-

(reads) it, resulting in &ullPointerException to be thrown. namic_anglysis, or _cod_e commit messages. We col_lected these apps
I-Guardremoves the UF defects where the read access is guarded by PY réviewing the prior literature L7, 21, 29 and crawling the open-

a null-checking condition, e.g., i (f'= null) f.use(); source repositories. Finally, we evaluate the scalability and e ec-
the eld f will notbe accessed ifitisull . Inaddition,Null-At-End ~ tiveness of ER Catcher using 500 randomly selected apps from
Iters UF defects where the memory location is not reassigned with ~ F-Droid [3]. Table 1 summarizes the datasets used for evaluation.
avalue other thamull ~ after becoming free e,g,. = null; We compare ER Catcher with nAdroid ], the state-of-the-art

f = new F(); the eldf is notnull. staticUse-after-Free (UF) event-rdegector that is available pub-

In addition to the above-mentioned lIters that are sound, we licly, but not entirely open-source. SinceT nAdroid detects only UF
also provide several heuristics that are unsound, but in practice can €ventraces, to make the comparison fair between ER Catcher and

signi cantly reduce the false warnings, as described next. nAdroid, we con gure ER Catcher to report only UF event races.
We also tried to empirically compare ER Catcher to several other
tools, namely SIERRAH, SARD g5, ASYNCCLOCKZ(Q, and
EventRacer1(. Since none of these tools are available, we con-
tacted the corresponding authors. Unfortunately, despite multiple
attempts, the authors either did not respond to us or con rmed their

3.6 Prioritization inability to release their tool. We provide a qualitative discussion

The reported event races by the previous component include all of the di erences between ER Catcher and these other techniques

possible event races that need to be reviewed by developers. To IN S&ction 5.
facilitate this manual process, we prioritize the detected event races
by our con dence in their existence. Our con dence is inversely

related to the degree of over-approximation in the static analysis,

Table 1: Properties of datasets used in our experiments.

i.e., less over-approximation in detecting an event race leads to more |—D3t@set | #Apps g&f&ids Average Mgg'gn 'Vl'g 'V;"ix
con dence about its existence. Due to the over-approximation of | BenchERoid| 34 | #Components 1 1 1 3
static analysis and our conservative approach, we do not Iter event dataset Size (KB) 1123 1042 | 931 | 1646
races for which we have incomplete information #Methods 1563 108 1 78 | 5155
R p . ’ . Curated 31 #Components 19 12 1 138
We prioritize event races according to the number of satis ed dataset Size (KB) 3850 | 2069 | 29 | 26445
over-approximation propertie{Reachability) We prioritize event , #Methods 1041 499 1 10 | 6432
that are reachable. i.e.. there are paths in the call araph from | F-0rid 500 | #Components 9 5 1 | 544
races that are reachabnle, I.e., there are patns in the call graph iro dataset Size (KB) 4171 | 2000 | 10 | 97676

the entry-point to both methods of a reachable event race. The
thread-sensitive Iters are not applied on unreachable event races
because their thread information is unknowMust-Alias) Event
races that involve statements accessimgst-alias elds have pri- 4.1 RQ1: Accuracy

ority over may-alias elds. Two elds are must-alias if they always We ran ER Catcher and nAdroid on the 34 apps provided by
point to the same memory locatiorfKnown-Thread) Event races BenchERoid to measure their respective accuracy. The results are
where the threads of their methods are known have more priority  shown in Table 2. The actual number of event races in the bench-
than others. For example, when we are not certain about the corre- mark apps are shown in column 2. nAdroid uses two di erent lters
spondingLooper of aHandler (which can be the main thread (sound and unsound) for reducing false event races; we report both
Looper or a custom thread_ooper ), we assume its messages of them in columns 3 and 4, respectively. We report the event races
are handled in an unknown thread that dispatches messages in identi ed by ER Catcher in column 5 and the prioritized event races
parallel. (recall Section 3.6) in column 6. We categorize the apps provided by



ER Catcher: A Static Analysis Framework for Accurate and Scalable Event-Race Detection in Android

BenchERuoid into four groups. The rst group is non-UF event races.
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Although ER Catcher is more accurate than nAdroid, it has its

We do not consider them in comparing the accuracy of ER Catcher own limitations. ER Catcher is path-insensitive, therefore it reports

with nAdroid, since nAdroid does not report non-UF event races.

The second and third groups consist of apps containing UF event not execute, e.gServicel

races related to ow- and thread-sensitivity, respectively. The rest
of the apps are placed in the Other UF category.

false positive UF event races that reside on execution paths that will

. Due to time-insensitivity, ER Catcher
reports false positives in cases where the statements execute at
speci c times, e.g.SingleActivity4 . ER Catcher fails to I-

ter one false-positive event race BingleActivityl due to

incomplete reachability information; however, it is removed in ER
Catcher Prioritized . The imprecision in the o -the-shelf points-to
analysis used by ER Catcher leads to a false negatiBeivice2

We also ran ER Catcher and nAdroid on the Curated dataset,
consisting of 31 real-world apps with con rmed event races. ER

Table 2: Benchmark Result. The general event races (high-
lighted rows) were not considered for the accuracy metrics.
True Positive  False Negative False Positive.

= 0 — —
28 _— 52 % 2 B Catcher was able to analyze all of the 31_apps, while nAdroid coul_d
App Name = % £5 £3 8 8 £ only analyze 27 of them. ER Catcher achieved 100% recall, detecting
8 }j T0 25 & ¥ all of the event races in these apps, while nAdroid achieved 88%
R N recall. Since not all of the event races in these apps are known, we
on-! vent Races - .
SingleACIVy 7 1 are unable to report the recall using this dataset.
SingleActivity8 2
Selicen 1 4.2 RQ2: Scalability
AsyncTask5 1 . .
AsyncTask6 0 We analyzed all three datasets using ER Catcher and nAdroid to
S Flow-Sensitive UF compare the scalability of these techniques. Table 3 summarizes
INgleActivl . .
SingIeActivitzs 2 the results. For the rst two datasets (i.e., BenchERoid and Curated
SingleActivity6 2 datasets), we did not set a timeout. However, due to the large num-
’ngg::fs“z 2 ber of apps in the third dataset (F-Droid), we set a timeout of 5
Thread-Sensitive UFE minutes. On average, ER Catcher analyzed each app in the Curated
SingleActivity3 1 dataset within 231 seconds, while nAdroid required.34 seconds
ﬁzzﬂggzg : (52 minutes). Overall, ER Catcher nished the analysis between
Threadl 1 12 to 13 times faster than nAdroid for the rst two datasets.
Ihfeadg 1 For the F-Droid dataset, ER Catcher analyzed 459 out of 500 apps
ooper. 9 L K . .
Service3 1 (more than 90%) within the designated tlme of 5 minutes (two apps
Service4 0 could not be analyzed because FlowDroid could not generate the
SR 5 Other UF call graph for them). However, nAdroid could only analyze 30 apps
Rgcéiv%Tp 1 (6%) within the allotted time. Furthermore, nAdroid crashed during
Servicel 0 analysis of 316 apps (more than 60%) indicating nAdroid is unable
Service2 1 to complete the analysis irrespective of time.
LifeCyclel 3
LifeCycle2 0
LifeCycle3 2 . i ti
LifeCycle > Table 3: Analysis time summary
SingleActivityl 1 -
SingleActivity4 0 9] [ =
AsyncTask4 1 _% g g g | c %
Executorl 1 c < o 2 = =
Executor2 1 Trod § <
TimerTaskl 1 T nAdroi 29 | 217s | 145s| 131s| 372s
TimerTask2 1 BeNchEROId) R Carcher|| 20 | 18s | 20s | 7s | 35s
Looper3 1 gdod | ax | 12x | 7x | 18x | 10x
Total _ (higher is better)| 27 21 29 29 Curated nAdroid 27 3134s| 786s| 83s | 22690s
Total  (lower is better) | 4 10 2 2 dataset | ER Acditigher 31 | 231s| 29s | 4s | 5548s
Total (lower is better) | 13 9 7 6 ERCatcher || 0:87X | 18x | 27x | 21X 4x
Precision %67 %70 %80 %82 F-Droid nAdroid 30 | 153s | 152s| 108s| 285s
Recall %87 %67 %93 %93 dataset ER Catcher|| 459 53s 29s 4s 296s
F1 %75 %68 %86 %88 gAdoid_ ] 0.06x | 3x | 5x | 27x | 0.96x

Overall, ER Catcher is signi cantly more accurate than nAdroid. . .
ER Catcher achieves 80% precision and 93% recall, compared t§-3 RQ3: E ectiveness of Filters
nAdroid's 67% precision and 87% recall. Due to its ow-sensitivity, To evaluate the degree to which ER Catcher lters out false event
ER Catcher is able to Iter all of the false positives reported by races in real-world apps, the number of UF event races in three
nAdroid under the Flow-Sensitive UF category. Due to its thread- stages of analysis are reported in Table 4. The rst row shows
sensitivity, ER Catcher is able to identify additional true event races the number of event-race candidates identi ed by the Event-Race
compared to nAdroid under the Thread-Sensitive UF category. Candidate Analysis component (recall Section 3.2). The second
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row shows the number of Itered UF event races reported by the in Android. We provide a brief overview of the relevant research
Thread-Sensitive Filter component (recall Section 3.5). The fourth for each of these threads in this section.
row reports the number of prioritized UF event races (recall Sec-  Analysis of Concurrent BehavioResearchers have investigated
tion 3.6). The reduction rates achieved for the Curated and F-Droid concurrent behaviour of traditional programming languages such
datasets are %77 and %86, respectively. This results in prioritizing as C or Java, primarily focusing on data raceg,[33 36, dead-
37 and 23 UF event races that require manual investigation by de- locks [11, 14, 31], happens-before relatior§d, sequential or non-
velopers. In practice, many of the detected event races are causedsequential concurrency errors3h 49 50 and testing #2. None of
by the same defect in code, i.e., one defect in code causes event racahese, however, has investigated the concurrent behavior of Android
conditions under multiple execution contexts. As a result, develop- apps. The most relevant work is that of Zhou et &7 that intro-
ers can often con rm the presence of a defect without having to  duces the concept of Static Vector Clock to analyaay-happen-
review the complete list of reported event races. in-parallelrelation between instructions in C/C++; however, their
realization of this concept is not applicable to event-based systems
like Android. ER Catcher addresses this limitation by introducing
event-based properties, e.ame Task-Queue Order

Researchers have also analyzed the concurrent behavior of An-

Table 4: E ectiveness of Iters and prioritization

Criteria Average | Median | Min | Max droid apps, mostly focusing on dynamic analyses such as test gener-
5 | #UFCandidates) 317 341 | 0 | 1238 ation [41], manipulating the code executiorl, 44, and detecting
é #F”“?Ifed léFS 150 114 0 | 540 happens-before relation2f. None of these techniques is able to
i %s 50% | 54% | 0% | 92% detect event races in Android.
£ #Prioritized UFs|| 37 15 o | 147 Event Race Detection in Androddthough Android has tradi-
3 . Prioritized 23% 12% | 0% | 100% tional Java thread constructs, tools developed for Java cannot readily
Candidates detect event races in Android since existing tools are unaware of re-
g | #UFCandidates|| 308 57 | 0 | 9249 lations between events. To meet this gap, researchers have devised
© : . . . .
kS #F"t'?lfed UFs 129 5 0 | 1806 dynamic and static event-race detection approaches for Android.
2 ‘V%S 45% 48% | 0% | 100% Dynamic event race detection approaches gather execution traces
a #Prioritized UFs|| 23 0 o | 1011 of Android apps either manuallyZ1] or automatically [10, 20 29
= . Prioritized 14% 206 0% | 100% using an app crawler such as Monke¥][ Then the execution traces
Candidates are analyzed o -line to detect happens-before relations between

events either by graph analysid(, 21, 29, or leveraging vector
clock [20. These techniques fail to identify event races due to their
limited coverage of the behaviors of apps [22].

Static event-race detection technigues address the problem of
missing true defects by analyzing the whole program. De\3§[
detects "event anomalies" where two events access the same mem-
ory location, and one of the accesses is a write. Since DeVA does not
consider happens-before relations, it produces a large number of
false positives. SIERRARZ considers happens-before relation and

4.4 RQ4: Impact of Modeling Concurrency

A byproduct of modeling the concurrent behavior of Android apps
and libraries in the form of 2 is that ER Catcher can discover
a number of additional methods that are invoked indirectly, i.e.,
through the library callbacks. This enables ER Catcher to compute
reachability of methods in ways that are more accurate than other

state-of-the-art techniques, such as FlowDroi.[To evaluate this has limited context-sensitivity (capturing only one asynchronous

facet of our work, we ran both ER Catcher and FlowDroid onthe - 5¢tignas the context), but it is not aware of other threads except
F-Droid dataset. We identi ed additional reachable methods in 169 for the main thread which may result in failure to identify bugs;

of these apps. Compared to FlowDroid, ER Catcher was able to
detect on average 8 more reachable methods per app, and up to 78
more reachable methods in one app.

we addressed this issue by our thread-sensitive analysis modeled
in 3 . nAdroid [17] uses an existing traditional race detection
e ; " technique to identify Use-after-Free (UF) bugs. Due to the impre-
This is notable given the extensive number of tools (.8.9[ 23 cise threadi cation model of nAdroid it reports a large number of
4g) that rely on FlowDroid for analysis of Android apps, particu- 556 positives; we extensively explained and empirically evaluated
larly for security assessment. Consider, for instance, an information 4 jimitations of nAdroid in comparison to ER Catcher earlier.
leakage vulnerability caused by ow of data from a private source, gagrp B, similar to nAdroid, detects UF bugs, using a ow- and
e.g., camera, to a sink, e.g., network. If the sink is located in & ,ntext-sensitive model of Looper. SARD applies an exhaustive
method that is determined to be unreachable by the analysis, the ;qntext creation strategy making it unscalable. We address the scal-

vulnerability cannot be discovered. According to our results, nu- - 4pijity issue by using summary-based analysis techniques to reduce
merous Android security analysis tool8[9, 4§ built on top of the space complexity.

FIowD_roid [1 Wou_ld fail to discove_r vulnerabilities or malicious In all of the mentioned techniques, the support for various An-
behaviors that reside in such locations in code. droid concurrency libraries is hardcoded in the implementation
of tools, making it di cult to revise the tools to support new or
5 RELATED WORK modi ed Android libraries. ER Catcher addresses this limitation by
Our work builds upon three major threads of research: concurrency separating the implementation of tool from the library s repre-
analysis, event-race detection, and summary-based static analysis senting the concurrent behavior of Android libraries. Provided with
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new or modi ed library (s, ER Catcher can be readily extended [7] Steven Arzt, Siegfried Rasthofer, Christian Fritz, Eric Bodden, Alexandre Bar-

to support new or modi ed Android libraries without requiring tel, Jacques Klein, Yves Le Traon, Damien Octeau, and Patrick McDaniel. 2014.
o . . S Flowdroid: Precise context, ow, eld, object-sensitive and lifecycle-aware taint
changes to its implementatiorSummary-Based Static Analysis in analysis for android appsicm Sigplan Noticet9, 6 (2014), 259 269.

Android:Another research thrust has investigated summary-based [8] Vitalii Avdiienko, Konstantin Kuznetsov, Alessandra Gorla, Andreas Zeller, Steven

: Arzt, Siegfried Rasthofer, and Eric Bodden. 2015. Mining apps for abnormal usage
approaches for precise and fast analyﬁsq’ 71213 47]' These of sensitive data. 12015 IEEE/ACM 37th IEEE International Conference on Software

techniques mostly use Inter-procedural Distributed Environment EngineeringVol. 1. IEEE, 426 436.
(IDE) framework B7] for modelling the inter-procedural data- ow [9] Hamid Bagheri, Alireza Sadeghi, Joshua Garcia, and Sam Malek. 2015. Covert:
fth de: h to the best of K led . K Compositional analysis of android inter-app permission leakd&&E transactions
(0] € code; however, 10 the best of our kKnowledge, no prior YVOF on Software Engineeridd., 9 (2015), 866 886.
has leveraged IDE frameworks to model concurrent behavior of [10] Pavol Bielik, Veselin Raychev, and Martin Vechev. 2015. Scalable race detection
code like happens-before relations. Moreover, none of these tech- for Android applications. InProceedings of the 2015 ACM SIGPLAN International
. R . . . Conference on Object-Oriented Programming, Systems, Languages, and Applications
nigues capture inter-thread communication precisely. As a future - OOPSLA 201BCM Press, Pittsburgh, PA, USA, 332 348. _https://doi.org/10.
work, it would be interesting to see if IDE frameworks, or non- 1145/2814270.2814303
distributive summary based analyses such ag[can improve [11] Chandrasekhar Boyapati, Robert Lee, and Martin Rinard. 2002. Ownership

- . 3 types for safe programming: preventing data races and deadlockBrdceedings
the scalability of creating the © model. ER Catcher takes a step of the 17th ACM SIGPLAN conference on Object-oriented programming, systems,
towards addressing this issue by introducing ways of summarizing langulages, agd applications (OOPSLAr:@@)O/C/ig\tion fO/r Compulting Machinery,

L ; Seattle, Washington, USA, 211 230. https://doi.org/10.1145/582419.582440
concurrency behavior in Android. Yinzhi Cao, Yanick Fratantonio, Antonio Bianchi, Manuel Egele, Christopher
Kruegel, Giovanni Vigna, and Yan Chen. 2015. EdgeMiner: Automatically De-

tecting Implicit Control Flow Transitions through the Android Framework.. In
6 CONCLUSION NDSS o

Concurrency-induced defects, such as event race, are one of the [13] Tom Deering, Ganesh Ram Santhanam, and Suresh Kothari. 2015. Flowminer: Au-
! ! tomatic summarization of library data- ow for malware analysis. International

most frequently encountered types of defect in Android appd][ Conference on Information Systems Sec@ijisinger, 171 191.
We presented ER Catcher, a fast, novel and accurate static analysis[14] Dawson Engler and Ken Ashcraft. 2003. RacerX: e ective, static detection of

framework for event-race detection in Android. Experiments using ;%C(fs;ogg;“ggsza”ﬁn‘:;"?‘/%%ﬁk:rg/'\fos'lcfglslgggg'Si;ygéems Ree (Oct.

benchmark apps show that ER Catcher is accurate, capable of de-[15] John Erickson, Madanlal Musuvathi, Sebastian Burckhardt, and Kirk Olynyk.
tecting event races with 80% precision and 93% recall. Compared __ [n.d.l. E ective Data-Race Detection for the Kemel. ([n. d.]), 12.

[12

. . . . [16] Lingling Fan, Ting Su, Sen Chen, Guozhu Meng, Yang Liu, Lihua Xu, and Geguang
to the _Only other pUb“(_:Iy avallablg tool for event-race detection in Pu. 2018. E ciently manifesting asynchronous programming errors in android
Android, ER Catcher is substantially faster (by a factor of 12) and apps. InProceedings of the 33rd ACM/IEEE International Conference on Automated

o4 hi _ Software Engineering86 497.
.more ac,curate (11 % hlgher Fl measure)' Results further corrobpratem] Xinwei Fu, Dongyoon Lee, and Changhee Jung. 2018. nAdroid: statically de-
its e ectiveness in detecting all of the event races con rmed to exist tecting ordering violations in Android applications. IRroceedings of the 2018
in a set of 31 real-world apps. International Symposium on Cot:‘e Ge/r;gration/and Opti;nization - CGOAEM8
P Press, Vienna, Austria, 62 74. https://doi.org/10.1145/3168829
In our future work, we plan to expand the appllcatlpns of ER [18] Sumit Gulwani and Ashish Tiwari. 2007. Computing procedure summaries for
Catcher to other concurrency-related analyses. We believe the e - interprocedural analysis. IfEuropean Symposium on Programmigringer,

cient happens-before analysis of ER Catcher can be used as a plugin 253 267. ) ) )
[19] John L Hennessy and David A Patterson. 20Cdmputer architecture: a quanti-

!n Android Studio to provide real-time. feedback to deve!opers dur- tative approachElsevier.
ing the development. Furthermore, since concurrency is the main [20] Chun-Hung Hsiao, Satish Narayanasamy, Essam Muhammad Idris Khan, Cris-
: : : tiano L Pereira, and Gilles A Pokam. 2017. Asyncclock: Scalable inference of
cause Of. aky tests ‘ﬂ:‘], we aim to study the appllcatlon of ER asynchronous event causalitACM SIGPLAN Noticé, 4 (2017), 193 205.
Catcher in the detection of such tests. [21] Chun-Hung Hsiao, Cristiano L. Pereira, Jie Yu, Gilles A. Pokam, Satish
ER Catcher and research artifacts are publicly available for down- Narayanasamy, Peter M. Chen, Ziyun Kong, and Jason Flinn. 2013. Race de-

tection for event-driven mobile applications. IRroceedings of the 35th ACM
SIGPLAN Conference on Programming Language Design and Implementation -
PLDI '14 ACM Press, Edinburgh, United Kingdom, 326 336. https://doi.org/10.

load from the companion website [2].
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